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Abstract

The integration of digital technology within the Islamic education ecosystem faces a substantive
challenge: the dominance of a pragmatic-instrumental approach that often overlooks the
foundational values and epistemology of Islam. This gap risks eroding education's holistic
function as a process of tarbiyah and ta'dib. This research aims to construct an integrative
epistemological framework to bridge this dichotomy, ensuring digital transformation aligns
with Islamic ethical and epistemic frameworks. The method employed is a critical integrative
literature review, which critically synthesizes Western critical theories — such as surveillance
capitalism and algorithmic governmentality — with foundational Islamic epistemic paradigms,
namely Magqasid al-Shari'ah and the Bayani-Burhani-Irfani trilogy. The study successfully
formulates an intermethodological model that connects these two intellectual traditions. This
model generates operational gquiding principles, such as Digital Data as Amanah (trust) and
Holistic Anti-Reductionism, designed to mitigate the risks of student data commodification and
the reduction of educational goals to mere quantitative indicators. The research concludes that
a value-based digital integration, grounded in this epistemic synthesis, is not merely important
but essential for cultivating contemporary, excellent Muslim human resources: those who are
proficient and critical in digital spaces (digital proficient), sovereign in thinking and knowledge
acquisition (epistemically sovereign), and possess spiritual and moral resilience (spiritually
resilient) amidst the currents of modernity.
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Abstrak

Integrasi teknologi digital dalam ekosistem pendidikan Islam menghadapi tantangan substantif,
yakni dominasi pendekatan pragmatis-instrumental yang sering mengabaikan landasan nilai
dan epistemologi Islam. Kesenjangan ini berpotensi mengikis fungsi pendidikan sebagai proses
tarbiyah dan ta'dib yang holistik. Penelitian ini bertujuan menyusun kerangka epistemologis
integratif untuk menjembatani dikotomi tersebut, memastikan transformasi digital selaras
dengan kerangka etis dan epistemik Islam. Metode yang digunakan adalah critical integrative
literature review, yang secara kritis mensintesis teori-teori kritis Barat seperti surveillance
capitalism dan algorithmic governmentality dengan paradigma epistemik Islam yang
fondasional, yaitu Magasid al-Shari'ah dan trilogi Bayani-Burhani-Irfani. Hasil penelitian
berhasil memformulasikan sebuah model intermetodologis yang menghubungkan kedua tradisi
pemikiran. Model ini melahirkan prinsip-prinsip panduan operasional, seperti Data Digital
sebagai Amanah (kepercayaan) dan Anti-Reduksionisme Holistik, yang dirancang untuk
mengatasi risiko komodifikasi data peserta didik dan penyempitan tujuan pendidikan menjadi
sekadar indikator kuantitatif. Simpulan penelitian menegaskan bahwa integrasi teknologi
digital yang berbasis nilai dan berlandaskan sintesis epistemik ini bukan hanya penting,
melainkan esensial untuk membentuk sumber daya manusia Muslim kontemporer yang
unggul: cakap dan kritis dalam ruang digital (digital proficient), berdaulat dalam berpikir dan
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memperoleh pengetahuan (epistemically sovereign), serta memiliki ketangguhan spiritual dan
moral (spiritually resilient) di tengah arus modernitas.
Kata kunci: teknologi digital; pendidikan Islam; epistemologi; integrasi; sumber daya manusia
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Introduction

The development of digital technology in the 21st century has brought
fundamental changes to almost all aspects of life, including education. Islamic education
faces the challenge of adapting to these changes without losing its foundational spiritual
values (Amira & Nasution, 2023). On the one hand, Islamic educational institutions must
remain relevant to the dynamics of the times; on the other, they are responsible for
maintaining the integrity of Islamic values, morals, and the spiritual identity of students
as part of a holistic tarbiyah mission (Santoso & Ruslim, 2024). This situation places
Islamic education at a crucial intersection between digital modernity and the tradition
of Islamic scholarship.

Various studies have shown that the integration of digital technology has
increased the access, flexibility, and effectiveness of learning in Islamic educational
institutions. Research in the context of the Islamic Religious Education curriculum
confirms that the use of digital media can enrich the learning process through interactive
methods and more contextual materials (Masyruroh et al., 2023). Other findings reinforce
the importance of digital literacy for students to be able to use technology wisely and
avoid the risks of hoaxes, negative content, and digital media misuse that are
increasingly prevalent in the modern digital ecosystem (Febriani et al., 2022). Thus,
digital technology is seen not merely as a tool, but as a strategic element in the
transformation of Islamic education.

Digital integration in Islamic education is not without its challenges that require
anticipation. Literature reviews indicate that infrastructure inequality remains a
dominant issue, particularly in rural areas, hampering equitable access to digital
learning (Fricticarani et al., 2023). Briyadi et al. (2025), teachers' capacity to optimally
utilize technology is often limited, particularly in digital pedagogy, media development,
and the utilization of learning data (Santoso & Ruslim, 2024). Another challenge is the
tendency to use technology solely for technical purposes, such as delivering materials or
managing administration, without considering its implications for the development of

students' character, morals, spirituality, and Islamic identity (Dewi et al., 2023).
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A significant gap exists in epistemological studies. Most studies only highlight
the pragmatic aspects of technology integration, such as learning effectiveness,
motivation, student participation, and management efficiency but little has been done to
examine how the concepts of knowledge (‘ilm), the learning process (ta’'lim), character
development (tarbiyah), and moral development (ta’dib) are reconciled with a data-
driven digital paradigm (Ulum et al., 2025). Yet, the development of digital technology
has transformed the way data is produced, stored, interpreted, and used in the
educational process, requiring in-depth epistemological study from an Islamic
perspective.

Recent studies have shown that while technology can enhance interactivity, it
risks weakening religious and moral literacy if its use is not framed by Islamic values
(Darussalam et al., 2021). Digital learning without a solid epistemological foundation can
produce students who are technically proficient but spiritually fragile. Nazilla et al.
(2025), research on Islamic education management and digitalization focuses more on
administrative aspects, such as teacher effectiveness and institutional management,
while the epistemic and philosophical aspects of Islamic education receive less attention
(Sunarto & Imamah, 2023). This indicates a methodological and conceptual gap in the
literature.

Based on this review, several important research gaps remain unaddressed. First,
studies examining the integration of digital technology from an Islamic epistemological
perspective are still very limited. Second, no research has comprehensively developed
an intermethodological approach that bridges classical Islamic educational methodology
with modern digital education practices. Third, most studies have not placed the holistic
development of Muslim human resources both digital competence and the strength of
moral-spiritual identity as a primary focus (Vildira & Dewi, 2024). This research gap
reinforces the urgency of formulating an Islamic education model that is not only
adaptive to technological developments but also consistent with Islamic values, ethics,
and epistemology.

This research offers several original contributions addressing the identified gaps.
It develops an Islamic-Western intermethodological approach that integrates classical
Islamic epistemology, including the concepts of ‘ilm, ta’'lim, tarbiyah, and ta’dib, with a
modern educational approach based on digital technology. This research provides an

epistemic analysis of digital data in education, thus explaining how the processes of data
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production, interpretation, and use can be aligned with an Islamic epistemological
framework (Firsanty et al., 2024). This research formulates a model for developing
Muslim human resources who are not only digitally competitive but also possess values
and moral integrity as part of Islamic character. Fourth, this research produces policy
and curriculum recommendations that can be implemented in madrasas, Islamic
boarding schools, and Islamic universities (Sholeh & Efendi, 2023).

The urgency of this research is further heightened by the reality of Muslim
society moving toward a digital-based social order. Changing learning patterns, the
unstoppable flow of information, and the demands of 21st-century competencies require
Islamic education to transform without losing its roots. If technology integration is not
carried out critically and based on values, Islamic education risks being reduced to a
mere technical process without a spiritual dimension. This research is crucial to ensuring
that Islamic education remains relevant and adaptive, while also being effective in
shaping a generation of Muslims who are knowledgeable, digitally skilled, have noble

morals, and possess a strong Islamic identity (Dana et al., 2025).

Research Methods

This research uses a qualitative approach with a critical integrative literature
review design aimed at developing a new theoretical framework for the integration of
digital technology in Islamic education. This design was chosen because the topic lies at
the epistemological intersection of educational science, Islamic studies, philosophy of
science, and digital technology studies. Therefore, a critical synthesis is needed to bridge
Western theories such as surveillance capitalism, data epistemology, and digital
subjectivity with Islamic epistemic paradigms, including Magqashid al-Shari'ah, the
bayani burhani irfani model, and the concept of the formation of a perfect human being
(Niam et al., 2024).

The research process was carried out through four stages: (1) identification of
literature corpus from Scopus, Web of Science, and Dimensions with publication criteria
of 2015-2024 and epistemological relevance; (2) thematic-critical analysis to examine the
concepts of datafication, algorithmization of the human subject, and digital competence
in Western theory and their intersection or tension with Islamic ethics; (3) an
intermethodological process that integrates Western critiques such as behavioral surplus

(Zuboff), psychopolitics (Han), and algorithmic governmentality (Rouvroy) with Islamic
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values such as tabayyun, akhlaq, maqashid, and the principle of humanization of
education using the Integration-Interconnection model (Al-Jabiri, Amin Abdullah); and
(4) construction of a theoretical framework on the development of Muslim human
resources based on conceptual reasoning and comparative epistemic synthesis. Validity
is strengthened through source triangulation, evaluation of literature quality, and
reflective hermeneutic analysis to ensure interpretations consistent with Islamic

epistemology.

Results and Discussion
Results

This research has successfully developed a new theoretical framework that
integrates Western and Islamic perspectives to understand and guide the integration of
digital technology in Islamic education. This framework addresses the critical need for
ethical-epistemological navigation amidst the currents of datafication and algorithmic

governance.

Table 1. Critical Synthesis of Western Theory and Islamic Epistemic Responses

Western Critical Negative Islamic Guiding
Concepts Implications for Epistemology Principles from
(Problem Education Response & the Synthesis
Analysis) Integration

Surveillance Extraction and Magqashid al-Shari’ah  Digital Data

Capitalism commodification of (Hifzh al-"Aql, al- Amanah Principle:

(Zuboff) behavioral data; Nafs, al-Mal, al- Educational data

students treated as Nasl, al-Din): management is a

data markets;

privatization of the

Student data must

be protected to

trust (amanah) for

public good, not a

learning space. preserve intellect, commodity.
privacy, property
(data as

trust/amanah), and

future generations.
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Algorithmic Algorithmic Bayani-Burhani- Holistic Anti-
Governmentality profiling  reduces Irfani Epistemology: Reductionist
(Rouvroy) human singularity; Bayani  (textual- Principle:
student potential normative ethics) Technology must
flattened; for data preserve holistic
algorithmic bias; governance; evaluation
education goals Burhani (critical- (cognitive,
reduced to rational reasoning) affective,
quantifiable for algorithmic psychomotor,
indicators. auditing; Irfani spiritual), beyond
(intuitive-holistic) = mere data
for maintaining indicators.
human wholeness.

Digital Formation of Insan Kamil and Humanization-

Subjectivity / subjectivity through Tazkiyatun Nafs: Technology

Psychopolitics digital emotional Technology should Principle:

(Han) manipulation; support moral and Technology serves
learners driven spiritual the formation of
toward digital purification Insan Kamil—a
conformity; erosion (tazkiyah), not morally grounded,
of deep focus and stimulate autonomous, and
contemplative uncontrolled critically ~ aware
learning. desires (nafs); Muslim digital

strengthen akhlaq subject.
development.

Data Truth reduced to Tabayyun Epistemic Agency

Epistemology data  correlations; (verification) and Principle: Muslim
complex  religious Ijtihad (intellectual educators and
knowledge reasoning): Muslim learners must
oversimplified; learners must verify possess epistemic

authority shifts from

scholars/teachers to

information

critically and

sovereignty,

practicing  digital
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algorithmic exercise tabayyun and
platforms. independent algorithmic critical
reasoning toward thinking.
algorithmic
systems.
Digital Unequal access and Justice (Al-’Adl) and Digital Justice
Competence Gap  digital skills, Amar Ma’ruf Nahi Principle:
widening Munkar: Technology
educational Technology should integration must
inequality; expand equal be inclusive,
marginalized groups opportunity = and empowering, and
struggle to shape support the guided by ethical

Islamic discourse in diffusion of virtue, responsibility to

digital spaces. not reproduce new prevent digital
forms of injustice. ~ harm and
inequality.

Western critical theories such as Surveillance Capitalism, Algorithmic
Governmentality, Digital Subjectivity, Data Epistemology, and the Digital Competence
Gap highlight how contemporary digital infrastructures reshape education through data
extraction, algorithmic reductionism, emotional manipulation, epistemic displacement,
and widening inequality. These dynamics risk transforming learners into data
commodities, reducing human uniqueness to algorithmic profiles, eroding deep
cognitive spiritual capacities, and shifting epistemic authority from teachers and
scholars to platform algorithms, while simultaneously intensifying digital injustice.
Through an Islamic epistemological lens, these issues demand a normative critical
response drawing from Maqashid al-Shari’ah, the Bayani-Burhani-Irfani trilogy, Insan
Kamil, Tazkiyatun Nafs, Tabayyun, Jjtihad, and Al-'Adl (Faradiba & Musmulyadi, 2020).
This integrative perspective reframes digital education as an ethical spiritual mandate
in which data must be treated as amanah, algorithms must be critically audited, learners’
holistic humanity must be preserved, epistemic sovereignty must be restored, and
technology must enable justice rather than reproduce inequality. From this synthesis

emerge core guiding principles Digital Data Amanah, Holistic Anti-Reductionism,
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Humanization-Technology, Epistemic Agency, and Digital Justice which together
construct a value-sensitive framework for embedding digital tools within Islamic
education without sacrificing moral integrity, human dignity, and the Qur’anic vision of

forming Insan Kamil in the digital age (Fatmawati & Sulistyo, 2022).

Table 2. Integrative Epistemological Model for Islamic Education in the Digital Era

Dimension Framework Description & Operational Application
Component
Philosophical Integration- Every technological innovation is
Foundation Interconnection analyzed through three epistemic lenses:
(Amin Abdullah) (1) Islamic Normative Ethics (Bayani), (2)
Critical-Rational Inquiry (Burhani), and
(3) Humanistic-Spiritual Vision (Irfani).
Primary Objective Formation of the Developing “Digitally Resilient
Digital Muslim Muslims”: individuals grounded in
Human Resource Islamic creed and ethics, equipped with
critical ~data-algorithm literacy, and
capable of using digital technologies for
social contribution (al-Muhsin
orientation).
Implementation Conceptual Learning processes involve: (1) Critical
Strategy Reasoning & deconstruction of hidden logics within
Comparative digital platforms, (2) Selection and
Synthesis integration of relevant Islamic concepts,
and (3) Practical construction such as
digital figh curriculum or maqashid-based
Al ethics modules.
Technology Human-Centric & Development or adaptation of EdTech
Development Value-Sensitive must pass the Magqashid Filter: Does this
Principles Design technology protect religion, life, intellect,

lineage, and property (data)? Does it

support ta’dib (moral-ethical formation)?
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Role of Educators  Digital Murabbi & Educators act as: (1) Facilitators of critical
Critical Guide digital literacy, (2) Content filters through

the principle of tabayyun, and (3) Role

models of digital ethics who cultivate

humanizing relationships.

Evaluation Reflective Success is evaluated not only through
Hermeneutics & digital outputs but through shifts in

Triangulation critical-epistemic reasoning and ethical

behavior in digital spaces, assessed

through  continuous reflective and

triangulated analysis.

The proposed intermethodological framework positions Islamic education in the
digital era on a coherent philosophical foundation rooted in Amin Abdullah’s
Integration-Interconnection paradigm, ensuring that every technological innovation is
evaluated through the complementary lenses of Bayani (normative ethics), Burhani
(critical-rational inquiry), and Irfani (spiritual-humanistic insight). Its primary objective
is the formation of “Digitally Resilient Muslims”individuals with strong ethical
grounding, critical data-algorithm literacy, and a commitment to socially beneficial
digital engagement (al-Muhsin) (Sulaksana & Nuryanti, 2019). The implementation
strategy emphasizes conceptual reasoning and comparative synthesis, enabling learners
to deconstruct the hidden architectures of digital platforms, integrate relevant Islamic
concepts, and construct practical outputs such as digital figh curricula or maqgashid-
oriented Al ethics modules (Pratama et al., 2023).

Technological development follows human-centric and value-sensitive design,
requiring every EdTech tool to pass the Maqashid Filter to ensure the protection of
religion, life, intellect, lineage, and property (including data), while reinforcing ta’dib
(Wau et al., 2021). Educators serve as Digital Murabbi and critical guides who facilitate
digital literacy, apply tabayyun in content filtering, and embody ethical conduct in
online spaces (Fahmi, 2024). Evaluation is conducted through reflective hermeneutics
and triangulation, prioritizing transformative shifts in students’ epistemic reasoning and

ethical behavior as core indicators of successful digital Islamic education.
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Discussion

The integration of digital technology into Islamic education requires an
epistemological framework capable of navigating the complexities of datafication,
algorithmization, and the formation of digital subjectivity (Dianto et al., 2024). The
intermethodological Islam-West framework developed in this study demonstrates that
digital challenges are not merely technological, but also epistemological, ethical, and
anthropological. Analysis of Western critical theories such as surveillance capitalism,
algorithmic governmentality, and digital psychopolitics reveals how digital platforms
reconstruct learners’ relationships with knowledge through mechanisms of data
extraction, profiling, and persuasive-affective behavioral shaping (Hariyoko et al., 2021).
Within the context of Islamic education, these phenomena have the potential to weaken
the educational functions of tazkiyah, ta’dib, and the formation of virtuous character,
thereby requiring a systematic epistemological response rooted in the Islamic
intellectual tradition (Vildira & Dewi, 2024).

The epistemological synthesis proposed in this research shows that the Bayani-
Burhani-Irfani framework can function as an epistemic regulator for digital technology.
The Bayani perspective provides ethical norms for data governance and algorithm use,
particularly through the maqasid al-sharl’ah, which emphasize the protection of
intellect, life, property, and religion (Nazilla et al., 2025). The Burhani framework
underscores the need for critical reasoning in identifying algorithmic bias and auditing
digital decision-making models. Meanwhile, the Irfani epistemology offers a spiritual-
humanistic foundation to ensure that learning experiences are not reduced to
mechanistic processes or purely quantitative indicators. Thus, technological integration
avoids epistemological reductionism and instead expands the horizons of learners’
humanity (Maysaroh et al., 2024).

The analysis in Table 1 demonstrates that critical Western concepts can be
addressed through normative-transformational Islamic concepts (Sanggarwati ef al.,
2022). For instance, Zuboff’s critique of surveillance capitalism finds its Islamic
counterpart in the principle of “digital data as amanah,” which regards data as a form
of human dignity and property that must be protected from exploitation (Irfan et al.,
2023). Likewise, Rouvroy’s critique of algorithmic governmentality is counterbalanced
by the principle of “holistic anti-reductionism,” emphasizing the need to preserve

spiritual, intellectual, and affective wholeness in learning (Wau et al.,, 2021). In the
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context of digital subject formation, the concepts of Insan Kamil and tazkiyatun nafs
provide an antithesis to the algorithm-driven construction of digital subjects shaped by
consumption and affective manipulation (Zaki et al., 2025).

The integrative framework formulated in this study (Table 2) offers a new direction for
designing Islamic digital education (Siampa Mario et al., 2020). The philosophical
foundation of Integration-Interconnection as articulated by Amin Abdullah affirms that
knowledge must be understood through interdisciplinary engagement, thereby enabling
a reconstruction of the relationship between the Islamic sciences and contemporary
technologies (Ridwan & Riskayanto, 2023). The focus on developing resilient Muslim
digital human resources demonstrates that Islamic education must go beyond mere
knowledge transmission, extending its function to strengthening data literacy, digital
ethics, and the ability to navigate digital spaces with spiritual awareness (Zein et al.,
2025). The concept of the Digital Murabbi reinforces the role of educators not merely as
technology users but as epistemic and ethical guides who lead learners in performing
tabayyun, tadabbur, and ijtihad toward digital content (Misbakhunnidhom, 2024).

The implementation strategies proposed by this model ensure that technology
integration in Islamic education does not become technocratic. Processes of
deconstructing platform logics, mapping relevant Islamic values, and reconstructing
magqasid-ethical curricula constitute three essential stages for developing digital-based
curricula from digital figh literacy to maqasid-oriented Al ethics modules (Ramatun et
al., 2025). The evaluative approach using reflective hermeneutics and triangulation offers
a significant alternative to indicator-based assessment by emphasizing behavioral
transformation, epistemic maturity, and moral integrity as core indicators of success in
digital Islamic education (Fatmawati & Sulistyo, 2022).

These discussions demonstrate that integrating digital technology into Islamic
education cannot be separated from the development of a new epistemology capable of
creatively combining Western critiques with the Islamic intellectual tradition
(Misbakhunnidhom, 2024). This research offers a clear novelty through the formulation
of an intermethodological framework that comprehensively bridges contemporary
critical theories and Islamic epistemology to generate principles of ethical, humanistic,
and spiritual technology governance (Sifa, 2024). This framework not only provides

solutions to digital reductionism but also opens new horizons for developing Muslim
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human resources who are epistemically autonomous, spiritually grounded, and digitally

critical (Permatasyari, 2021).

Conclusion

This study concludes that the integration of digital technology into Islamic
education can only proceed ethically and transformatively when grounded in an
epistemological framework that synthesizes Western critical theories with the Islamic
intellectual tradition. Through the intermethodological Bayani-Burhani-Irfani
synthesis, technology is reframed not merely as a technical instrument but as an
epistemic domain that must be governed by the principles of maqasid al-shari’ah, critical
rationality, and a spiritual-humanistic orientation. This approach ensures that
digitalization does not reduce learners’ humanity but instead strengthens tazkiyah,
ta’dib, and the formation of the morally resilient and epistemically independent Insan
Kamil in the digital age. Thus, the framework offers a significant scholarly contribution
by outlining ethical, justice-oriented, and value-sensitive principles for technology
governance capable of shaping Muslim human resources who are critically aware,

spiritually grounded, and able to navigate contemporary digital ecosystems.
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